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Vehere is a new-age Cybersecurity software company specializing in Al Cyber Network Intelligence. For more than a decade,

Vehere solutions have been battle-tested by counter-terrorism analysts in Defense & Intelligence communities.

Vehere is now trusted by cyber-analysts in Fortune 500 companies, including Telecom, Financial Institutions, and Smart cities

to protect their critical infrastructure against real-time cyberattacks.
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State of Modern Enterprise Cybersecurity

¢

Threat landscape is evolving

)

Phishing, Credentials,
Vulnerabilities

Leading initial access vectors

Living-off-the-land

techniques look normal on endpoints

241 days

Average Dwell Time

(

SOC efficiency has become a risk

)

70% of SOC teams
flooded with alerts

53% of security alerts
are false positives

Perpetual flood of notifications can
desensitize even the most trained analysts
leading them to miss threats

¢

EDR has blind spots

Threat actors bypass,
blind or disable EDR

Attackers disable (turn the sensor off),

reconfigure (change settings to prevent

sensor from detecting), bypass (choose
techniques that don’t get flagged)

Not all systems/devices
support agents

Countless devices cameras, smart
displays, printers, HVAC controllers,
forgotten workstations, etc. operate
quietly outside of scope of traditional
endpoint protection

Hackers are logging in,
not breaking in

SOC Teams are
overwhelmed

Traditional Detection
and Response is failing




Vehere Product Offerings

Al-POWERED NETWORK NETWORK DETECTION
INTELLIGENCE ANALYTICS & RESPONSE

DEEP
PACKET
INSPECTION

DATA LAKE

NETWORK

LAWFUL INTERCEPTION FORENSICS

NEXT-GENERATION
NATIONAL NDR FIREWALL

1vr VEHERE



What’s an NDR

Gartner

‘ ‘ Network Detection and Response (NDR) solutions use non-signature-based techniques, such as machine learning
or other analytical methods, to detect suspicious traffic on enterprise networks. They continuously monitor network
communications, log traffic, and use behavior analytics to detect threats and support incident response , ,

Monitors network Alerts you
traffic in real time
(live and historical)
Detects suspicious behavior Helps your team
and network anomalies like investigate and
lateral movement, command respond to the threat \
and control, or data /
exfiltration




The Vehere NDR Approach

TRADITIONAL: THE SECOND LINE OF DEFENSE

4 NETWORK SECURITY TECHNOLOGIES “ONE” GEN-NEXT TECHNOLOGY INSTEAD OF 4
, * Flow
( \ - S oA e NETWORK . FuII, Continuous PCAP
NETWORK DETECTION |, petagata
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VISIBILITY
100% Visibility with
Lossless Packet Capture

Analytics based on DPI
with L2 - L7 metadata

E-W & N-S traffic

Behavior based protocol
detection

Historical metadata &
content

Vehere

/@“

BREACH
DETECTION

Behavioral Analytics
Lateral Movement

Discovery,
Reconnaissance,
Credential Access,
Collection, Exfiltration,
Impact, C&C, Initial
Access, Execution

IDS Rules for E-W & N-S
traffics

Risk Scoring

MITRE ATT&CK
mapping

NDR Value Proposition

i1
©
PROACTIVE
THREAT HUNTING
* Al/Machine Learning

* ML DNS Analytics

* Retrospective
Detection

e UltraHunt 2mn I0Cs at
line rate -Integrate
massive Threat
Intelligence

* Geolocation

* 6-degree Graph
Analysis

* Encrypted
Communication
Analysis

3

DYNAMIC FILE
ANALYSIS

Dynamic File Analysis:
Our Malware Scanner
detects Zero-Day
malware

Malware analysis
mapped to MITRE
TACTICS

]

FULL NETWORK
FORENSICS

Lossless network traffic
capture ensures no
evidence is lost

Frictionless
investigation to real-
time alerts in minutes
by live and historical
network traffic analysis

Automated Forensics
and security data lake
ensure compliance and
actionable insights

Patent-pending
Indexed-Raw technique
for fast retrieval of
packets

-




See the Unseen.
Stop the Unknown.

An intelligence fabric that underpins all
Vehere solutions — NDR, Al Counter-
Terrorism and SIGINT for Cyber Defense

Trained on
your data

Always
Learning

Fully
On-Prem

Vehere Vision Al

Because humans simply cannot keep up with the growing volume of threats

/ N
241 days 40%

Alerts are not investigated

886B+

Daily Security Events Mean time to detect

breach
Prophet Security: 2025 State of Al

| IBM Cost of a Data Breach 2025 / | in Security Operations /
J

\
\\

| Cisco Talos 2024 Year in Review /

\
\\

\
Y

Predictive Al - Detects what’s emerging

Multiple Models,

One Mission:
Eliminate Blind Spots

Generative Al = Explains what’s happening

Agentic Al = Acts on what’s learned

4 A

® A ano.maI.OUS ® Why was this host flagged?
authentications today?
Detected a new geolocation login Unusual outbound connections
@ at off-hours on a first-seen device @ and high data transfer - possible
(risk score 53). early signs of exfiltration.

N /



Multi-Agentic Al — Interpret, Analyze, Respond

- )
TP — FP Detection

Alert Details 2t vehere s noR Pro

( Alert Rationale

Summary  Alerts

Deep Threat Insights

Al Agent took an Automated Action against this alert & created a whitelist.

O Vision Al

ML DNN Alert  © 22nd Apr, 2026 10:15:17
X = a30dys . m Giobal Search Q (2 Save [ Open (7 Export ) Reset .l Timeline < |
Category Lateral Movement Description Lateral Movement refers to techniques used by attac
compromised network, spreading their access and cc¢ . :
N o Time Risk Alert ID Alert SrcIP Alert Type Alert Category. Vision Al Evaluation
Alert ID 20260422-32073 accounts. ih
Type ML Behaviour Anomaly 2026-04-28 12:46:42 © Medium 20260428-463 ML DNS Alert 192.168.2.158 ML Behaviour Anomaly Command & Control -
as
v 2026-04-28 12:46:42 © Medium 20260428-464. ML DNS Alert fe80::dedc:e0a2:5bcb:12f4. ML Behaviour Anomaly Command & Control -
Status ~ ® Open ¥
a 2026-04-27 19:55:03 ® Medium 20260427-430 ML DNS Alert 10.1.4.133 ML Behaviour Anomaly Command & Control
2026-04-27 19:33:33 ® Medium 20260427-425 ML DNS Alert 10.1.4.25 ML Behaviour Anomaly Command & Control
Rationale
2026-04-27 19:03:33 © Medium 20260427-418 ML DNN Alert 45.10.11.1 ML Behaviour Anomaly Command & Control & True Positive
i +/- i -04- :02:07.
UHIEHE €1 1 SRS 27 )= 0 il ¢ A0AS -2 (e AT/ 2026-04-27 18:49:17 ® Medium 20260427-415 MLDNS Alert 192.168.2.174 ML Behaviour Anomaly Command & Control
Indicators:
« Internal Scanning: Scan of internal lateral movement port 445 2026-04-27 17:58:02 ® Medium 20260427-405 ML DNN Alert 10.1.42 ML Behaviour Anomaly Lateral Movement 0 True Positive
+ Remote Service: SMB/CIFS access detected, commonly used for lateral movement
X / e v N N X 2026-04-27 17:48:32 © Medium 20260427404 ML DNS Alert 192.168.2.149 ML Behaviour Anomaly Command & Control -
+ Admin Protocol: Administrative protocol detected (netbios), Connection to administrative service SMB (port 445)
2026-04-27 17:44:02 © Medium 20260427-401 ML DNS Alert 10.1.4.81 ML Behaviour Anomaly Command & Control -
20060427 174529 ® Medium 20080427.308 MIDNS Alart 10R0-AAd 4denRATRERIR MI- Behaviour Anomaly Command & Control

Command & Control

Command & Control

Ciassification: ) False Positive Persistence " False Positive
Deep Threat Insights @ Reasoning UDP port -bhattacharya-Latitude-7650.1ocal) 192.168.2.255. This is a NetBIOS over e e
TCP/IP (NBT), discovery local LAN.
RO Confidence Scorin
. e g =
False Positive
1.Key Findings o itted, O roceivec)
bei a smbv, not a connection host. EaeeEoshiy
= Tree Connect AndX ond with similar in port usage or traffic timing.
* Mimikatz (o over SMB, . which could ir structured traffic (e.g, pr butit i jior in this case. Impact " False Positive
. inSMB Wiice + MITRE Tactic s Persistance, iques but thi
= At . movement or diste Persistence " False Positive
Key Factors
2. Attack Patterns « Trafficis. (192.168. ), typi Persistence " False Positive
‘o e receivect indicati y
. " )= Deta « Protocolis port 138, Command & Control
Exfiltration or Persistence Setup isi i i it
% = behavior Command & Control ! False Positive
e S s Nofurther investigation is needed. ing this nature.
Lateral Movement 1) True Positive
[T ———
3. Indicators of Compromise (10Cs) e R .
Whialist Ratails
Response Action

+ FllelOC: minikati43630. exe
Network 10C:

+ Unusual NetBIOS traffic with Tres Connect AndX snd Writs AndX commands
+ High-payload NetBIOS sessions to interal Ps (e, 152.168.14.147)

MSRPC unknown opnums in SMB Write ARdX

+ Behavioral IOC:

+ Latersl movement via SMB.to C$ shars

« sMa-

Oamadial Astiane

Automated Whitelisting )

+ Al Agent took an Automated Action against this alert & created a whitelist.

MITRE D3FEND Response Actions:

Recommendations

Network Traffic Analysis (D3-NTA): This technique helps in identifying anomalous network behavior, such as unidirectional traffic and unusual protocols. In this case, the traffic

pattern (e.g., no response from the internal host, high volume from the source) is consistent with C2 activity. NTA can be used to detect and block such traffic in real time.

Network Isolation (D3-ISO): This technique can be used to isolate the affected host (DESKTOP-TS16JIM. local) from the rest of the network to prevent further data

exfiltration or lateral movement. Since the host is communicating with an external source in an unusual manner, isolating it is a key defensive action.

Network Communication Analysis (D3-NCA): This technique involves deep inspection of network communication patterns and can be used to detect command and control

behavior. The absence of inbound communication and the use of an uncommon protocol (tcpmux) are strong indicators of C2 activity, and D3-NCA can be used to flag and

respond to such behavior.

suspicious and not part of a known legitimate service, filtering it at the perimeter is an effective mitigation step.

Network Traffic Filtering (D3-NTF): Applying rules to block or limit traffic to and from the source IP 45, 1@.11. 1 can prevent further communication. Since the traffic is




Comprehensive Encrypted Traffic Visibility

Q

JA3/JA3S
fingerprinting

&

Full HTTP Headers
and URLS

Encrypted Traffic Analysis (ETA)
No decryption needed

g= D

TLS handshake Packet
and metadata Size and flow
analysis characteristics

Timing and
Beaconing

TLS Decryption
Deep payload inspection

&

File extraction Malware signature Data exfiltration
and analysis inspection detection

®:
LR
ML
Behavioural

Anomalies

Policy-based
decryption controls

~




[ INTEGRATION ]

Platform Orchestration

[ INFRASTRUCTURE ]

e SIEM, XDR & SOAR Platforms
* AD/LDAP

* TIP Platform

* SNMP

e SyslLog

e Threat Intelligence

% paloalto:  splunk>

&t opentext™  S¢NETWITNESS

Indexed Security Data Lake

Ease of scalability — Add sensors or
analytics cluster to support growth

Infrastructure, Operating Environment
and Application agnostic

[ DEPLOYMENT ]

Non-intrusive; 24x7 vigil

Analyze east-west and north-south
traffic

Flexible Deployment - both Flow and
Raw Network Traffic Packet (PCAP)

Analyze Internet, Intranet, Data-Centre,
Private-Cloud, Public-

Cloud, Infrastructure, Applications
Offline PCAP Analysis

Smart Storage

Role-Based Access Control

PIl Masking
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Full Packet
Capture

PCAP

Netflow

IPFIX

Jflow

Sflow

10T

oT

Mext-Gen DPI
Probe

VEHERE ARCHITECTURE

Terabit Speed - Petabyte Scale

JNT THREATS

Security Data
Lake

% LLi
0
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£
Al-ML
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b o Detweilon
4
Thraat Hurting
* B
Petabybe Scale Shourity

Artificial
Intelligence

A= Porwavind
Security
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HUNT BEFORE BREACH™

100% VISIBILITY

MNetwork 5 s
Detection oW and haw
and Network Traffic
Response
Indexed-Raw
Metwork and Full Network
Forensics = forensics
N Advance File
ext-gen Analysis for
Sandbox Malware detection
Intrusign For N-S and
Detection E-W traffics
System
L —

A _"“\,
Y
100%
INTELLIGENCE

2Mn

I0Cs-ULTRAHUNT
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PROACTIVE THREAT
IDENTIFICATION
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100% VISIBILITY

100% Intelligence powered
by Lossless Packet Capture

Why Vehere

(A
N

REAL-TIME DETECTION

Hunt Threats at lightning
speed on terabit speed
traffic

EN

EARLY WARNING

Identify patterns and
anomalies within petabyte-
scale, distributed data



Vehere Deployment Architecture

VPC Mirroring/Virtual
TAP/vSwitch mirroring

[ Remote Locations ]
[ Site 1 ] [ Site 2 ] [ Site 3 ]
v v v

Network Network Network
Tap/ERSPAN Tap/ERSPAN Tap/ERSPAN

1 1
1 1 (Mirrored Traffic)
\ 4

Vehere Vehere Vehere
Probe* Probe* Probe*

(Metadata, Anomalies,

1
1
1 Alerts)

v

<
Pn—

Vehere On-prem Controller

(Flow Traffic: Netflow/Sflow)
Flow Enabled Branches

&

On-premise Data Centers ~  ~----------------

“

Vehere Probe*

(Mirrored Traffic)

(Output — L2 to L4 Session Metadata, Application Metadata (L7), Behavioral Events, Security Detections (Alerts), Asset and Identity

Intelligence)

Vehere On-Prem Controller

|
| L L ___ s
Correlated oy
Insights* : |
1
.
. / I > * Firewall
+-------- Lo
|
Crmssomsoomemes SIEM
—————————— I
Vehere *---—--—-- !
NDR (CMS) : e e e e o
e '@ EDR
1
M
!
Correlated : :
I H ht ¥ ! TmmsmsmsmEsmEsmEsEsmEsmEsmEmEsEEsEEEEEm
nsignts= B ‘?f‘" XDR
Vehere AIO*

> Network
Tap/ERSPAN

Public or
Private
Cloud

<4+ ---

SOC Team Analysts : For Network Forensic Analysis

(Orchestrated Response Triggered)

(Integrates to block out-bound/In-bound connections)

(Vehere NDR integrates with SIEM to send logs via Syslog)

(In the absence of a SOAR)

(For Extended Endpoints)

* AIO* - All-in one is a combination of Vehere Probe and Controller

* Probe* - sits out of band and doesn’t affect the network performance (Input -
Captures and Stores RAW Packets to: Decode protocols, Extract metadata, Perform
DPI, Run ML/behavioral analytics, Correlate session flows)

* Correlated Insights* - Occurs between the Controller and Vehere GUI through

encrypted channels only



Vehere NDR — Detection Capabilities

Comprehensive defense against advanced cyber threats

Unknown Threats [ Behaviour-based ] Known Threats [ Signature-based }
) i )
i?, Al/ML-powered detection @% 2mn+ known 10Cs
\ v ) Advanced algorithmic threat identification \ ) Extensive global threat intelligence database
:@3 Entity Behavior Analysis (EBA) [3 35,000+ Native IDS Signatures
\ iy ) Detects anomalies in user and entity actions =t High-performance intrusion detection
2%1| Native, Dynamic File Analysis Static file analysis
_— Sandbox execution for zero-day malware Rapid signature matching for files
e ) . ( ) .
@ Yara rules on unpacked files ${}| YARA on packed files
\ ) Deep inspection of payload contents \ ) Identification of obfuscated malware
— . )
Custom query editor sls|| Custom rules
Flexible threat hunting capabilities I? I ? Organization-specific security policies



Initial Compromise (Foothold established)

An endpoint was successfully compromised and began
communicating with an external command server

TI10007 Blacklisted SSL-fingerprint

Category: Reconnaissance
Alert ID: 20251120-293761

Type: Malware/Attack

| (9 20th Nov, 2025 11:43:45 | - 2

Description: This rule is used for detection of ja3 fingerprint taken

over SSL fields of SSL cerlificate seen in malicious
raffic. JA3 with JA3S is a method to fingerprint the
TLS negofiation between cient and server. This
combined fingerprinting can assistin producing
higher fidelity identification of the encrypted

communication between a specific dient and its
server.

Internal host 10.1.3.197 initiated encrypted HTTPS
communication. SSL fingerprint (JA3) matched known
malicious threat Intelligence. Vehere Tl Engine flagged
blacklisted fingerprint.

Data Exfiltration (Impact Phase)

Sensitive data was successfully exfiltrated after internal
compromise at off-hours

ML DNN Alert © 20th Nov, 2025 23:51:20

Category Exfiltration Description Data exfiltration is defined as the ized copying,
926 transfer, or retrieval of data from either a server or an
Critical  Alert 1D 2025m17-675179 individual's computer. It's a type of security breach that
Ris oceurs when individual or company dta s illicitly copied,

Type ML Behaviour Anomaly
transferred, or retrieved from a device or server without

proper autharization, often with malicious intent.
Rationale
There are 2 sessions for +/- 30 mins of 2025-11-20 23:03:26941
Indicators:

* Large Outbound: Large outbound data transfer (105.63 MB)

Current Session records data transfer of 10449065 bytes. Baseline data transfer for 101.3.42 is 250.24 bytes.
Tolerance is 50%

105.63 MB transmitted externally via HTTPS. Vehere ML
Exfiltration Engine triggered high-confidence alert. ML Entity
Behaviour Analysis detected unusual off hours activity.

Vehere NDR in Action

Internal Data Staging (Preparation Phase)
Attacker prepared sensitive data internally before extraction

ML DNN Alert (© 20th Nov, 2025 19:33:52

Category Exfiltration Description Pre-exdiltration behaviors have been observed on a host
that has received abnormally high amounts of data from
Alert ID 2025117-675180 one or more hosts within a short period of time.

Type ML Behaviour Anomaly

Rationale

There are 1 sessions for +/- 30 mins of 2025-11-20 18:41.06.882

Current Session records data transfer of 597521676 bytes. Baseline data transfer for 101.3.197 is 698.71 bytes.
Tolerance is 50%

597 MB internal data consolidation detected. Vehere DNN Pre-
Exfiltration Model flagged abnormal data hoarding. Behaviour

deviated sharply from historical baseline.

Data Exfiltration (Preparation Phase)
Attacker connected with c2 channels for exfiltration of data

MLEBAAlert O 20th Nov, 2025 22:45:14

Category Behavioral Pattern Deviation Description Entity: 10.1.3.197 | Analysis Period: 21:00 hours
Current Activity: 373 sessions | Historical

Alert |D 2025M19-675406 Baseline: 31.4 +/- 0.2 sessions
Type ML Behaviour Anomaly Statistical Deviation: 1087.4% (elevated)
° Risk it istical analysis indi
deviation from i baseline
patterns.

Vehere ML EBA detects significant deviation (373 sessions,
1087% increase) in sessions from standard baseline (31.4
sessions)

Internal Reconnaissance (Expansion Phase)

Threat actor expanded access and identified additional

internal targets.

ML EBAAlert & 20th Nov, 2025 19:38:17

Category Behavioral Pattern Deviation Description Entity: 101.3.187 | Communication Partner:

Alert ID 2025Ma-607792

Type ML Behaviour Anomaly

101.3.37

Current Activity: 17 sessions | Historical

Baseline: 1.4 +/- 01 sessions

Statistical Deviation: 8434.2% (elevated)

Risk - Statistical analysis indicate
ignificant deviation from i baseline

patterns.

8,434% spike in HTTPS sessions. ML EBA detected massive
behavioural deviation. Activity consistent with internal
scanning and mapping

Lateral Movement and Credential Theft

Attacker escalated privileges and gained broader access
within the network

MLDNNAlert ~ © 20th Nov, 2025 20:29:36

Category Lateral Movement Description Lateral Movement refers to techniques used by attackers
to move laterally within a compromised network,
Alert ID 20251118-675320 spreading their access and control to other systems or

Type ML Behaviour Anomaly accounts.

Rationale

There are 6 sessions for +/- 30 mins of 2025-11-20 20:02:06691

Indicators:
- Internal Scanning: Scan of internal lateral movement port 139
- Admin i inistrati i 108 (port 139)

SMB pivot from 10.1.3.197 - 10.1.3.42.Administrative share
abuse (CS). Mimikatz deployed for credential harvesting. File
reconstruction confirmed tool usage



Dashboards

Security Posture at-a-glance

* Centralized Network Visibility

* Behavioral Analysis and Anomaly
Detection

* Contextualized Threat Insights
and Alerting

* Deep Protocol and Application
Awareness

* Rapid drill-down into sessions,
payloads and network interactions

* Network Usage Trends (traffic
patterns, application usage etc.)

i

2tvehere
A Dashboard  Data Grid  Link Analysis
IE = me™ - (@ Global Search Q Reset (7] Export
E Top Application over Top Protocol 2 Top Internal Client IP
G’ Protocol Count 192.168....
U’ ® microsoft365 (tls) 727.0K 10.1.3.186 -
1l
Total Value
@® doh_dot (dns) 529.7 K 10.1.3.188 -
2'5 M ® microsoft365 (dns) 519.8K
10.1.3.70 -
@ microsoft (dns) 415.7K
~ @ doh_dot (tis) 3554 K LO2ICe -
0 1000000 ' 3,000,000

Top Internal Server IP

[ Session Close Reason

©® DESKTOP-TS16JIM.lo 1.4 M

10.1.3.1 l
Total Value
10.1.3.165 l
T 320M
192.168.... l
10.1.3.215 l
0 1000000 | 3000000 5000000 | 7,000,000 9,000,000
Top Hosts [ Web Category
Host Name Count Informat...
® Sanjay.local 109 M Technolo... l
ot value ©® HPESD8D1DF2B51.loc 9.5M '
Search E...
‘ 26'4 M ® dns.google 25M
Content... I
@ Desktop.local 21M
~ Wet-base... ||

T T
9,000,000

T T T T
5,000,000 7,000,000

Reason Count
@ ito 152M
@ fin 151 M
® rst 13M
@ ato 326.4 K

T T
0 500,000

T
1,500,000

T T
2,500,000 3,500,000

0 2@

Data Analytics v

% Top External Client IP @z
1€80::74...
1e80::21... -
— ;m
woziv2 =
1 T T T T T T d
0 50,000 100,000 150,000 200,000 250,000 300,000 350,000
% Top External Server IP 4}
-
224.0.0.252 _
4222 l
255.255.... l
- 2
1 T T T T T T T T T T T 1
0 200,000 600,000 1,000,000 1,400,000 1,800,000 2,200,000
[ Device Platform 2]

Total Value

13.2K

Platform Count
@ Windows 126K
® Linux/Unix 581
® Mac/IOS 40



Detection

7vvehere Q & ..

Summary  Alerts

Risk Prioritization:

B = ER™ - [e GlobalSearch Q Reset [} Export
> M IT R E ATT& C K M a p p i n g B Threat Intel IOCs 22-Apr-2025 Alerts Categorised by MITRE ATISCK —
G’ Collection

* Alert Severity Categorization . ©

Alerts Trend

Privilege
Escalation

* Analytics on 400+ L2-L7 B
metadata fields

1,000

* Al-powered TP and FP
detection

y T T T T T T T T T T
14-04-2025 08:36 23-04-2025 14:50 02-05-2025 21:03 12-05-2025 03:16

* |dentifies relationships across
. o Alerts Category Top Offender
users, devices, sessions etc. to
Critical High Medium Low Offender IP Device Category Max Risk Time
reve a | a tta C k p at h S 56 ' ° 780 i o150 ' 10.1.3.186 DESKTOP-TS16JIM.local 6 60 6 minutes ago
i i i 192.168.2.135 BEWEVALLE 7 60 5 minutes ago
° CO Nnso I | d ates re p et | t lve a I e rt 192.168.2.99 PK-OFFICE-DESKTOPlocal 4 60 4 hours ago
t . -t h . d f- d t- 10.1.3.188 Shilpi.local 9 60 5 hours ago
r I gge rs WI I n a e I n e I m e ML Behaviour Anomaly 1 ML Behaviour Anomaly O ML Behaviour Anomaly 747 Malware/Attack 8495 192.168.2.249 HPESDSD1DF2B51.local 3 48 05-10-2025
Wi N d ow i nto a si N g I e en ri C h e d Behavioural Anomaly o Behavioural Anomaly o Behavioural Anomaly 24 Malware/Signature 351 10.1.3.204 Kalisharan.local a 50 35 minutes ago
Malware/Attack o Malware/Attack [} Malware/Attack 8 Behavioural Anomaly 171 H02::1:2 N/A 18 04-25-2025
alert j
Malware/loC [} Malware/loC [ Malware/Signature 8 ML Behaviour Anomaly 133 1e80::827f:de9b:1911:aec6 Shilpi.local 3 56 1 hour ago
Malware/Signature (] Malware/Signature o Malware/loC 2 Malware/loC (o] 10.1.3.228 N/A £) 56 04-29-2025

10.1.3.1 (\IZ 5 60 05-09-2025



Visibility

Deep Session Analytics: Fevehere

A Dashboard  Data Grid

Last30days
just now c

* Session-Level Insight .

* Protocol and Encryption Context o |

2025-05-12 15:42:26

2025-05-12 15:42:26

* End-to-End Flow Context

2025-05-12 15:42:26
2025-05-12 15:42:26
* Timeline Correlation
2025-05-12 15:42:25
* Entropy and Fingerprint Indicators -
. . 2025-05-12 15:42:25
* Metadata-Rich Analysis
2025-05-12 15:42:24
2025-05-12 15:42:24
2025-05-12 15:42:24
2025-05-12 15:42:24
2025-05-12 15:42:23
2025-05-12 15:42:23
2025-05-12 15:42:23
2025-05-12 15:42:22
2025-05-12 15:42:22
2025-05-12 15:42:21
2025-05-12 15:42:21

2025-05-12 15:42:21

2025-05-12 15:42:20

Link Analysis

Global Search

Src IP

192.168.2.196

192.168.2.196

192.168.2.195

10.1.3.188

10.1.3.181

10.1.3.181

10.1.3.204

192.168.2.146

10.1.3.1

192.168.2.155

10.1.3.19

192.168.2.2

10.1.3.204

192.168.2.2

10.1.3.188

10.1.3.188

10.1.3.1

10.1.3.186

10.1.3.188

192.168.2.189

10.1.3.208

192.168.2.171

192.168.2.195

192.168.2.208
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network.src_ttl
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session.application
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Investigation

Threat Investigation
and deep dive:

1-Click Evidence for Incident Response
* Investigation Acceleration

* Time-Based Filtering

* External Threat Context

* Session Correlation

e Communication Timeline and
Historical Linkage

* Visual Threat Chain Representation

* Rule-engine-based alerts, IDS Rule-
based alerts, ML-based alerts, and On-
Demand Scan-based alerts

+ Vehere

Summary  Alerts
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Alert Details
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Critical
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Description: This Rule Identifies Machines Known To Host Command And

Malware.

Server network

Destination IP
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& View Snapshot
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Both inbound and outbound traffic needs to be menitored to detect suspicious activities like unauthorized encryption of
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Hunting

Threat Hunting:

Entity Relationship Mapping
HTTP Request Visibility
Source-Destination Mapping
Hostname Contextualization
Protocol Awareness
Application Identification
Temporal Event Analysis
Query-Based Filtering

Behavioral Baseline Reference

2+ Vehere
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Containment

Threat Containment:

* Integrated dynamic file analysis for
isolation, inspection and detonation
of suspicious payloads

* Automated response actions
to contain threats in real-time

2tvehere
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Alert Details

On-Demand Scan Malware Analysis Engine:Malicious File Detected

Type Malicious

Client Network

Source IP
192168.89.1

Source Host
N/A

Session Protocol
http

Client Entropy
27

[i] View Session

Complete Scan Report

@ Historical Communication

Category Generic Malware Behavior

Alert ID 20250502-9197

Q Active Scan
Source Port
47474

DPI Protocol
http.http

Location

Analysis Engine file analysis system

Server Network

Destination IP

e @

Fields ~

v X

© 2nd May, 2025 17:35:44

Description Alerts are generated based on the On-Demand Scan Malware

Q Active Scan

192168.89.130

Destination Host

Destination Port

N/A 80

Session Protocol DPI Protocol
http http.http
Server Entropy Location

(@) View Snapshot

Name 142c26841ab78721fe536275afe5e896e59586098da87936f1df7e31ee8c7afl.Exe

MD5 7794804bca68949a94f47cf09bf72bc9

Size 49018 KB

Status Malicious

Type Generic Malware Behavior

Engine On-Demand Scan Malware Analysis Engine

File System

702

Events

Process

Events

Registry

248

Events

Show Concise Report

Network

PN

o

Events
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=% vehere o NDR Pro a @

Summary  Alerts
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2026-04-28 12:46:42 ® Medium 20260428-464 ML DNS Alert @ Vision Al
2026-04-27 19:55:03 ® Medium 20260427-430 ML DNS Alert
E Vision Al Evaluation:  True Positive Confidence:
2026-04-27 19:33:33 ® Medium 20260427-425 ML DNS Alert
PY A | d T P d F P d t t Reasoning The session involves SMBv2/3 (netbios.smbv23) traffic on port 445, which is a well-known protocol used for file sharing and network communication. The alert is
= 0427 19:03: . g
owere an etection 2026-04:27 19:03:33 Medium) 20260427-418 ML DN Alert categorized under MITRE Tactic: Lateral Movement, and the session includes an incorrect login attempt (STATUS_LOGIN_FAILURE) with a count of 1. This is a red flag, for potential
2026-04-27 18:49:17 © Medium 20260427-415 MLDNS Alert N2
. . 2026-04-27 17:58:02 ® Medium 20260427-405 ML DNN Alert D i
eep Threat Insights @
* Confid -based Alert Verdict
O n I e n C e a S e e r e r I C S 2026-04-27 17:48:32 ® Medium 20260427-404 ML DNS Alert
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. . . .
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uto wnitelisting ot ni
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ra m eWO r m a p p e « RPC Traffic Analysis
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response recommendations + Authentiation Event Thresholding
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« Decoy User Credential
2026-04-24 12:45:46 ® Medium 20260424-389 ML DNS Alert « Review internal network segmentation compliance
. . " o
« Verify source system intended purpose
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View Related
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Cybersecurity Deep Tech That Protects Nations,
now ready for the Enterprise

Lawful Interception Advanced Persistent Threats
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National ~ Enterprise Y
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Buying Option 1

Buying Options

Buying Option 2

Powered by Vision Al

FULL PACKET CAPTURE

Capture, Store, Investigate

WHEN IT FITS

v’ Customer needs packet visibility and retention
without a full detection stack

v’ SOC already has detection tools (SIEM, EDR) but lacks
forensic evidence and session reconstruction

v Compliance mandates for PCAP and long-term
metadata retention

v' Deep network visibility for incident response and
root cause analysis

Buying Option 3 4-IN-1

P
~ Powered by Vision Al
VEHERE NDR
Detect, Alert, Analyze, Hunt
WHEN IT FITS
v Primary need is real-time threat detection and Al-
powered threat hunting
v" Known and unknown threat detection with precision
v’ L2-L7 visibility across 5,000+ protocols with
metadata extraction
v’ Continuous visibility into network, devices and users
&
-

Customer gets:
Al-powered Network threat detection and Alerting

35000+ rules for Rule-based Detection of known threats and IDS,
ML-based Detection for novel threats

Behavioral Analytics and Anomaly Detection

Customer gets:

10G Full Packet Capture and Long-Term Storage

Session Reconstruction, Patent-pending Micro-second Search and
Custom Reports

Application Visibility, Traffic Analytics and Link Analysis

Powered by Vision Al
VEHERE NDR PRO
NDR + Full Packet Capture
WHEN IT FITS
v Customer requires real-time Al-powered threat
detection and continuous full packet capture
v" Full-packet forensic evidence for rapid investigations
v' Unified platform for threat detection,
hunting, forensics and guided response
v’ Integrated IDS and lightweight dynamic file analysis
without additional tools
Y,
~

Customer gets:

Complete NDR and Full Packet Capture

Native IDS and On-demand Dynamic File Analysis

Vision Al full capability with multi-agent threat intelligence

4




Feature

Comparison
in each offering

CAPABILITY NDR FPC NDR PRO
Packet Capture at 10G INCLUDED (MELEED All-Inclusive
HA Probes INCLUDED INCLUDED v
Rule based Threat Detection INCLUDED NOT INCLUDED V4
ML-based Threat Detection INCLUDED NOT INCLUDED v
Raw Packet Storage NOT INCLUDED INCLUDED 4
Threat Hunting NOT INCLUDED INCLUDED R
Forensics NS [P v
IDS-based Rules INCLUDED NOT INCLUDED V4
Alerting Dashboard INCLUDED NOT INCLUDED v
Application Visibility NOT INCLUDED INCLUDED Vi
Device Profiling INCLUDED INCLUDED V4
Analytics Dashboard NOT INCLUDED INCLUDED v
Data Grid INCLUDED INCLUDED v
Link Analysis NOT INCLUDED INCLUDED v
Session Reconstruction RCEERE NEALIBED <
Advanced Search NOT INCLUDED INCLUDED v
Reports NOT INCLUDED INCLUDED v




ANY QUESTIONS? CONTACT US!

sales@adeon.international

AD=N
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